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Agenda
● Call to Order by Chair
● Roll Call
● General Public Comment
● Approval of the Meeting Minutes from February 15, 2024 (Action Item )
● Surveillance Technology Policy - Juvenile Probation Department - Web 

Content Filtering Technology - Web Filtering Software (Action Item)
● Surveillance Technology Policy - Municipal Transportation Agency -

Camera, Non- Security - Automated Speed Enforcement Camera
● Chair Update
● Adjournment
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Item Number 3

General Public Comment 
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Discussion



Item Number 4

Approval of Minutes from February 15, 2024

4

Action item



Item Number 5

Surveillance Technology Policy - Juvenile 
Probation Department - Web Content Filtering 
Technology - Web Filtering Software
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Action item



City and County of San Francisco

Web Filtering Software 

March 21, 2024
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Technology Description

● The tool allows us to uniformly filter out certain websites across an 
entire group to only allow web searches relating to the young persons 
academic/training/vocational studies (e.g., during time of use of computer 
for online course/online training).

● The tool enables the Department to protect the safety of young 
people residing in the Juvenile Justice Center, who are under our 
care, by preventing access to content that may be harmful in the 
interest of public safety and the residents' well - being.
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Authorized Use Cases
Web filtering software shall be used to:

● monitor internet usage of young people residing at Juvenile Justice 
Center so that only content that is appropriate is viewed;

● configure and apply web filters across devices to enforce safe web 
searches;

● ensure that firewalls are not bypassed or hacked for unintended use 
of Department ’s network.
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Data Lifecycle Summarized
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Type of Data Collected • Destination websites (no PHI, PII).

Who Has Access to That Data • Authorized Staff at the Juvenile Justice Center.

Who is the Data Shared with 
Outside of Dept

• Shared with justice partners pursuant to an ongoing investigation 
and/or court proceeding including  Police Department, District 
Attorney, Public Defender.

How Long Data is Retained by 
Dept

• Retention of juvenile records guided by state law.
• Records retention period varies depending on circumstances of 

young person’s case.

How is Data Disposed • Shred documents that contain data when the retention period 
ends.

• Sealed records: instruct vendors to remove all identifiers from the 
data, if applicable.



Other Pertinent Information 

● Procurement
○ Tech Marketplace (TMP): CRA, DT CIO, 19B reviews

● Privacy
○ Technology only captures the destination websites:  no PII, no 

user data, no keystrokes.
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PSAB Meeting Dates

● PSAB Meetings Attended: 
○ 01/25/2024
○ 02/22/2024

● PSAB Recommended Approval on 02/22/2024

12



Questions



Item Number 6

Surveillance Technology Policy - Municipal 
Transportation Agency - Camera, Non- Security -
Automated Speed Enforcement Camera

6

Action Item 



SFMTA Automated Speed Enforcement (ASE) 
Technology

COIT Meeting: March 21, 2024
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Technology Description
1) This technology is governed under the California

Assembly Bill AB 645 that authorizes 6- cities
(including CCSF) to establish a Speed Safety System
Pilot Program (https://legiscan.com/CA/text/AB645/id/2845946)

2) Vendor-owned Automated Speed Enforcement system
(the Technology) uses an automated detection
equipment to detect a speed violation based on pre-
defined thresholds.

3) Once a speed violation is detected, a signal is sent to
the camera to obtain a clear photograph (e.g. JPEG) of
a speeding vehicle’s rear license plate.
a) Cameras use cellular communication to transmit pertinent

information to vendor

4) Photograph of the rear license plate is sent to the
vendor. Vendor shares the photograph with the
Department and the Department validates the
violation.

5) Vendor sends the ‘Notice of Speed Violation’ to the
registered owner of the vehicle.

Presenter Notes
Presentation Notes
Cities of Los Angeles, San Jose, Oakland, Glendale, and Long Beach, and the City and County of San Francisco#2: Threshold = 11 to 15 MPH over the posted limits



Technology Description - Examples of ‘Speed Violation’
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Presenter Notes
Presentation Notes
Deterrence 



Authorized Use Cases
Department ’s  use of  the  Automated Speed Enforcement  
technology is limited to the following use cases :

1. Enforce speed limits  on City  s t reets  in  accordance with  Ca liforn ia  
Veh ic le  Code sections 22425- 22434 (Speed Safe ty  System Pilot  
Program)

2. Analys is  of  and report ing  on speed enforcement ,  as  requ ired 
under  the Speed Safe ty  System Pilot  Program.
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Presenter Notes
Presentation Notes
5- year pilotImport part of our vision-zero 3-E’s: Education, Engineering and Enforcement



Data Lifecycle Steps
- Colle c t ion

- “Rada r- s ys t e m ” cont inuous ly mon itor for ove r s peed ing veh ic le s
- Based  on  p rogrammed t rigge rs ,  when  a  vio la t ion  occu rs ,  ons it e  camera  cap tu res  a  c lea r  p ic tu re

(.J PEG) of viola t ing veh ic le ’s rea r  lic en se  p la t e  and  s ends  it  t o  t he  vendo r  s e rve r.
- P roc e s s in g  &  Us e

- Vendo r  sha re s  t he  ASE  da t a  (veh ic le  pho tog raph ,  lo ca t ion  o f  c ame ra ,  t ime ,  veh ic le  speed ,  speed  lim it )  w ith  
Depa rtmen t

- Department  va lida te s  da ta  and  con firms  vio la t ion
- Vendor ma ils t he ‘Not ice of Viola t ion ’ t o  t he  veh ic le  reg is t e red  owne r

- Sh a rin g

--

Depar tment :  Data  i s  ava i l ab le  to  on ly  author ized depar tment  s ta f f
Others  (no  data  jus t  anonymized s ta t i s t i ca l  repor t ) :  SFPD,  Of f i ce r  o f  the  Med ica l  Examiner  (OME) ,  
Dept .  o f  Pub l i c  Hea l th
Ex te rna l  Data  Shar ing :  The  depar tment  w i l l  not  share  surve i l l ance  techno logy  data  ex te rna l l y  w i th  
ent i t i e s  outs ide  the  C i ty  and County  o f  San  F ranc i sco  un less  a  war rant / subpoena was  i s sued

- Re t e n t ion
- 5- Days : If no not ice of s peed ing viola t ion is is s ued
- 60 - Days: Photogra  ph (by Vendor) a ft e r t he fina  l d is pos it ion of not ice of s pee  d ing viola  t ion
- 120 Days - Aft e r fina l d is pos it ion of not ice of s pe  ed ing viola t ion for con fiden t ia l in format ion re ce ived from the 

DMV to issue notices of v iolat ion

3/21/2024 18



PSAB Meeting Date

• Technology presented to PSAB: February 22, 2024
• PSAB recommends approval
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Questions

Team members available to Answer 
Questions:
Speed Safety Camera Program:

Enforcement :

– Shannon Hake

– Shawn McCormick

City  At torney’s Office (CAO):
– Is idro Alarcon J imenez

Information Technology:
– Sean Cunningham

Program Management  Office  (PMO)
– Sohail Wars i

– Robert Mille r



Item Number 7

Chair Update 
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Adjournment
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